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The Problem
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R(x) //r1
W(x, r1+1)

R(x) //r2
W(x, r2+1)

- If the value of x was initially 0, we would expect that the final value of x after both 
threads have completed would be 2 

- But, the read of x in T1 (T2) can happen concurrently with the write of x in T2 (T1), 
leading to a final result of 1 

- Not sequentially consistent!

T1 T2

An execution contains a data race if it allows two concurrent accesses to the same 
location, one of which is a write 

- this manifests in a trace by having the events corresponding to these 
accesses be adjacent to one another 

- equivalently, all conflicting actions (i.e., R-W or W-W actions) are ordered 
by a happens-before edge 

A data race is a symptom of a potential race condition
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Happens-Before Relation

A history H is a trace/interleaving of actions (or events) 
performed by different threads in a concurrent execution
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Event e1 happens-before e2 (hb(e1,e2)) in a history H if: 
- e1 and e2 are events from the same thread and e1 occurs before e2 in 

H 
- e1 is a lock.rel() event and e2 is lock.acq() event and e1 occurs before 

e2 in H 
- if hb(e1,e2) and hb(e2,e3) then hb(e1,e3)

Events e1 and e2 are in a data race in history H 
if e1 and e2 are: 
- not related by hb 
- generated from different threads 
- perform accesses to the same memory location, and one of the accesses is a 

write
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Concurrency Problems

Unintended sharing: 

Atomicity violation: 

Ordering violation: 
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int x;

void P () { 
  x += ...

Two threads may call P() concurrently

void deposit(int x) {
  int t = balance
  balance = x + t
 }

void withdraw(int x) {
  int t = balance
  balance = t - x
 }

Two threads may incorrectly  
interleave their actions

work = ...;
createThread(2);
work = new Work()

ConsumeWork(work)
Two threads may incorrectly  
(not) observe desired actions 
of the other
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Preventing Data Races
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Use locks 
- concurrent accesses separated by lock/unlock pairs 
- challenge: using locks consistently 

A compiler views a lock/unlock instruction as potentially modifying any location 
- no reorderings around them are permitted 
- induce happens-before edge on conflicting accesses 
- they enforce strong fences to prevent hardware/software reordering

Other approaches: 
‣ monitors, synchronized, etc. 

‣ Monitors (Hoare 1974) 

- a group of shared variables along with procedures to access them 

- all accesses protected by the same (anonymous) lock acquired and released upon 
entry/exit of the monitor 

- shared variables not visible outside monitor 
- - But, lots of issues: dynamically allocated data, exceptions, signals, nesting, ... 
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Datarace Freedom (DRF)
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A program is data race-free if none of its possible executions contains 
a data race

if (R(x) == 1) {
   W(y,1)
}

if (R(y) == 1) {
   W(x,1)
}

T1 T2

Is this program DRF?

What should the semantics of a program that contains a data race 
be? 

- In C11, Java, Posix, etc. only programs that are DRF are given 
a semantics.  Racy programs have undefined behavior. 

- DRF programs, on the other hand, always exhibit SC behavior.
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Detecting Data Races
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‣Dynamically compute the happens-before relation 
a partial order on events of all threads in a concurrent execution 
Between threads, events are ordered according to the synchronization objects they 
access 

w h ich t h ese t wo i n t e r act ions a r e exch a nged i n t i m e. F or ex a m p le, F igu r e 1
shows on e possible or de r i ng of t wo t h r e a ds execu t i ng t h e sa m e code
segm e n t . T h e t h r ee p rogr a m st a t e m e n ts execu t ed by T h r e a d 1 a r e or de r ed
by h a p pe ns-befor e beca use t h e y a r e execu t ed seq u e n t i a l l y i n t h e sa m e
t h r e a d . T h e lock of m u by T h r e a d 2 is or de r ed by h a p pe ns-befor e w i t h t h e
u n lock of m u by T h r e a d 1 beca use a lock ca n not be acq u i r ed befor e i ts
p r e v ious ow n e r h as r e le ased i t . F i n a l l y , t h e t h r ee st a t e m e n ts execu t ed by
T h r e a d 2 a r e or de r ed by h a p pe ns-befor e beca use t h e y a r e execu t ed seq u e n-
t i a l l y w i t h i n t h a t t h r e a d .

I f t wo t h r e a ds bot h access a sh a r ed v a r i a ble, a n d t h e accesses a r e not
or de r ed by t h e h a p pe ns-befor e r e l a t ion , t h e n i n a not h e r execu t ion of t h e
p rogr a m i n w h ich t h e slow e r t h r e a d r a n f ast e r a n d/or t h e f ast e r t h r e a d r a n
slow e r , t h e t wo accesses cou l d h a ve h a ppe n ed si m u l t a n eousl y; t h a t is, a
d a t a r ace cou l d h a ve occu r r ed , w h e t h e r or not i t act u a l l y d i d occu r . A l l
p r e v ious d y n a m ic r ace de t ect ion tools t h a t w e k now of a r e b ased on t h is
obse r v a t ion . T h ese r ace de t ectors mon i tor e ve r y d a t a r efe r e nce a n d sy n-
ch ron i z a t ion ope r a t ion a n d ch eck for con fl ict i ng accesses to sh a r ed v a r i-
a bles t h a t a r e u n r e l a t ed by t h e h a p pe ns-befor e r e l a t ion for t h e p a r t icu l a r
execu t ion t h e y a r e mon i tor i ng.

U n for t u n a t e l y , tools b ased on h a p pe ns-befor e h a ve t wo sign i fica n t d r a w-
b ack s. F i rst , t h e y a r e d i ff icu l t to i m p le m e n t eff icie n t l y beca use t h e y r eq u i r e
pe r-t h r e a d i n for m a t ion a bou t concu r r e n t accesses to e ach sh a r ed-m e mor y
loca t ion . M or e i m por t a n t l y , t h e effect i ve n ess of tools b ased on h a p pe ns-
befor e is h igh l y depe n de n t on t h e i n t e r le a v i ng p rod uced by t h e sch ed u le r .

F ig. 1. L a m por t ’s h a p pe ns-befor e or de rs e ve n ts i n t h e sa m e t h r e a d i n t e m por a l or de r , a n d
or de rs e ve n ts i n d i ffe r e n t t h r e a ds i f t h e t h r e a ds a r e sy nch ron i zed w i t h on e a not h e r be t w ee n
t h e e ve n ts.

394 • S t e fa n S a v a g e e t al.

A C M T r a nsact ions on C om p u t e r S yst e ms, V ol . 15, N o. 4, N ove m be r 1997.

CS390C: Principles of Concurrency and Parallelism

Happens-Before
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Detecting Data Races

If two threads access a shared variable, and the accesses are 
not ordered under a happens-before relation, then there is a 
potential data race 
‣ But, dynamic detection of happens-before is difficult 

Requires per-thread information about concurrent accesses to shared 
memory 
Highly dependent upon interleavings induced by the scheduler 

‣ To construct the happens-before relation, we need: 
program order: the total order of thread instructions 
synchronization order: the total order of accesses to the same synchronization 
variable
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Example
9

W(x,1)
W(y,1)

if (R(y) == 1) {
   W(x,2)
}

Both x and y have unordered conflicting accesses 

But, there is no data race on x, although there is one on y

T1 T2



Lockset algorithm (Eraser)

Rather than computing a precise happens-before relation, we 
can approximate its structure 
‣ To avoid data races, every shared variable must be protected by some lock 

‣ To infer what these locks are: 
For each shared variable, maintain a set C(v) of candidate locks for v. 

- This set contains those locks that have protected v for the computation so far

- Initially, the set holds all possible locks

- When v is accessed, compute the intersection of C(v) with the current set of 

locks held by the thread

- If the set is empty, there is no lock that consistently protects v


- signal a data race
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Example
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—R e a d-S h a r e d D a t a : Som e sh a r ed v a r i a bles a r e w r i t t e n d u r i ng i n i t i a l i z a-
t ion on l y a n d a r e r e a d-on l y t h e r e a f t e r . T h ese ca n be sa fe l y accessed
w i t hou t lock s.

—R e a d-W r i te L oc ks: R e a d-w r i t e lock s a l low m u l t i p le r e a de rs to access a
sh a r ed v a r i a ble, b u t a l low on l y a si ngle w r i t e r to do so.

I n t h e r e m a i n de r of t h is sect ion w e w i l l ex t e n d t h e L ock se t a lgor i t h m to
accom mod a t e i n i t i a l i z a t ion a n d r e a d-sh a r ed d a t a , a n d t h e n ex t e n d i t f u r-
t h e r to accom mod a t e r e a d-w r i t e lock s.

2 .2 Initializ a tion a n d R e a d - S h aring

T h e r e is no n eed for a t h r e a d to lock ou t ot h e rs i f no ot h e r t h r e a d ca n
possibl y hol d a r efe r e nce to t h e d a t a be i ng accessed . P rogr a m m e rs of t e n
t a k e a d v a n t age of t h is obse r v a t ion w h e n i n i t i a l i z i ng n e w l y a l loca t ed d a t a .
T o a voi d f a lse a l a r ms ca used by t h ese u n lock ed i n i t i a l i z a t ion w r i t es, w e
de l a y t h e r ef i n e m e n t of a loca t ion ’s ca n d i d a t e se t u n t i l a f t e r i t h as bee n
i n i t i a l i zed . U n for t u n a t e l y , w e h a ve no e asy w a y of k now i ng w h e n i n i t i a l i z a-
t ion is com p le t e. E r ase r t h e r efor e consi de rs a sh a r ed v a r i a ble to be i n i t i a l-
i zed w h e n i t is fi rst accessed by a secon d t h r e a d . A s long as a v a r i a ble h as
bee n accessed by a si ngle t h r e a d on l y , r e a ds a n d w r i t es h a ve no effect on
t h e ca n d i d a t e se t .

S i nce si m u l t a n eous r e a ds of a sh a r ed v a r i a ble by m u l t i p le t h r e a ds a r e
not r aces, t h e r e is a lso no n eed to p rot ect a v a r i a ble i f i t is r e a d-on l y . T o
su ppor t u n lock ed r e a d-sh a r i ng for such d a t a , w e r epor t r aces on l y a f t e r a n
i n i t i a l i zed v a r i a ble h as becom e w r i t e-sh a r ed by mor e t h a n on e t h r e a d .

F igu r e 4 i l l ust r a t es t h e st a t e t r a nsi t ions t h a t con t rol w h e n lock se t
r ef i n e m e n t occu rs a n d w h e n r aces a r e r epor t ed . W h e n a v a r i a ble is fi rst
a l loca t ed , i t is se t to t h e V i r g i n st a t e, i n d ica t i ng t h a t t h e d a t a a r e n e w a n d
h a ve not ye t bee n r efe r e nced by a n y t h r e a d . O nce t h e d a t a a r e accessed , i t

F ig. 3. I f a sh a r ed v a r i a ble is som e t i m es p rot ect ed by m u1 a n d som e t i m es by lock m u2, t h e n
no lock p rot ects i t for t h e w hole com p u t a t ion . T h e f igu r e shows t h e p rogr essi ve r ef i n e m e n t of
t h e se t of ca n d i d a t e lock s C ( v ) for v . W h e n C ( v ) becom es e m p t y , t h e L ock se t a lgor i t h m h as
de t ect ed t h a t no lock p rot ects v .

Era s er: A D yn a mic D a t a R a c e D e t e c tor for M ultithre a d Pro gra ms • 397

A C M T r a nsact ions on C om p u t e r S yst e ms, V ol . 15, N o. 4, N ove m be r 1997.

CS390C: Principles of Concurrency and Parallelism

Example
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Eraser Algorithm
- Assume a database D storing a set of tuples (m, L) where 

- m is a memory location 
- L is a set of locks that protect m 
- Initially, assume L is the set of all locks in the program 

- For a memory event (R, W), generate the tuple (m, L(t)) where L(t) is the 
set of locks held by t at the time the event is generated 

- Let (m, L’) be in D.  Then  
- report a race if L(t)     L’ =      
- otherwise, replace (m, L’) with (m, L(t)      L’)  in D 

12
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Improvements
Common programming practices often violate locking 
discipline, but are still race free: 
‣ Initialization 

‣ Reading shared data 

‣ Read-write locks: 
multiple readers, single writer 

‣multiple locks for an object: 

Can refine lockset algorithm to handle these cases
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  T1:
l1.acq()
   …
l2.acq()
 comp1()
l1.rel()
   …
l2.rel()

  T2:
l2.acq()
   …
l3.acq()
 comp2()
l2.rel()
   …
l3.rel()

  T3:
l1.acq()
   …
l3.acq()
 comp3()
l1.rel()
   …
l3.rel()
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Tracking Happens-Before
14

A vector clock is an array of logical clocks maintained by each thread that 
records its view of the global state of an execution
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Tracking Happens-Before
Can be used to propagate a global ordering from local views

15
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Application to Data Race Detection

- Each thread maintains a clock C incremented at each lock 
release operation, as well as a vector clock Ct(t’) that records 
the clock for the last operation performed by t’ that happens-
before the current operation of t 

- A global vector clock L is also maintained for every lock m 
- When thread t’ releases lock m, L(m) = Ct’ 

- When t subsequently acquires m, Ct = max(L(m), Ct) 

- Two vector clocks (Rx and Wx) are also maintained that records 
the clock of the last read and write to x by a thread t. 

- A read from x by thread t’ is race-free if Wx     Ct’ 

- A write to x by thread t’ is race-free if the write happens after all previous 
access to the variable, Wx     Ct’ and Rx  Ct’ 
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- Sound: if the algorithm does not raise a warning, the 
execution is DRF 
- Complete: if the algorithm does raise a warning, then there is 
an actual data race 

As described, the implementation is expensive 
‣  in space overheads (vector clocks for every read and write operation for 

every location) 
‣ performance - every vector clock operation requires O(n) time where n is the 

number of threads 
‣ It’s possible to reduce these costs by having a lighter-weight representation 

(FastTrack algorithm)
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