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SOFTWARE BUNDLE (SB) FEATURES

• Software modules are stored in encrypted 

form in the Software Bundle (SB)

• Selective dissemination based on access 

control policies; client’s browser crypto 

capabilities, trust level, context

• X and Y, can securely share software in a 

controlled manner via smart contracts 

running in the blockchain network

• Every request and transfer of software 

module is logged as a record in the 

blockchain’s distributed ledger 

• Software transfer in case when 

authorization has been granted by both 

smart contract and policy enforcement 

engine of the SB

• Self-integrity check

• Policy evaluation and        

enforcement

• Selective dissemination of 

software modules

FUTURE WORK
• Integrate blockchain-based technology in 

WAXEDPRUNE prototype

• Comprehensive performance and scalability evaluation

• Support isolated SB execution (Linux Docker 

Container)

• Implement Data Analytics framework

SOFTWARE SPILLAGE DETECTION

• SB contains Enc [ Software (S) ] = {Enck1 (SM1), ... , Enckn ( SMn) }

and Access Control Policies (P) = {p1,.., pk}

• X is authorized to extract and decrypt SM1 from SB

• X leaks Enc(SM1) or SM1 to unauthorized service Y

• When Y tries to decrypt SM1  CM checks policies: whether SM1 is 

supposed to be at Y

• If SM1  is leaked in decrypted form: digital watermark will be checked 

by CM, web crawler (in public directories), automatic updates
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OBJECTIVES

• Provide secure software sharing and software access auditing

• Provide integrity of provenance data

• Detect software spillage 

DATA ANALYTICS FOR SOFTWARE SPILLAGE DETECTION

PUBLICATIONS AND PROTOTYPE
1. D. Ulybyshev, B. Bhargava, M. Villarreal-Vasquez, D. Steiner, 

L. Li, J. Kobes, H. Halpin, R. Ranchal, A. Alsalem, “Privacy-

preserving Data Dissemination in Untrusted Cloud”, IEEE Cloud 

2017

2. NG WAXEDPRUNE Prototype https://github.com/Denis-

Ulybysh/absoa17
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