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Clients reason about the behavior of concurrent data structure libraries such as sets, queues, or stacks using
specifications that capture well-understood correctness conditions, such as linearizability. The implementation
of these libraries, however, focused as they are on performance, may additionally exploit relaxed memory
behavior allowed by the language or underlying hardware that weaken the strong ordering and visibility
constraints on shared-memory accesses that would otherwise be imposed by a sequentially consistent (SC)
memory model. As an alternative to developing new specification and verification mechanisms for reasoning
about libraries under relaxed memory model, we instead consider the orthogonal problem of library robustness,
a property that holds when all possible behaviors of a library implementation under relaxed memory model
are also possible under SC. In this paper, we develop a new automated technique for verifying robustness
of library implementations in the context of a C11-style memory model. This task is challenging because a
most-general client may invoke an unbounded number of concurrently executing library operations that can
manipulate an unbounded number of shared locations. We establish a novel inductive technique for verifying
library robustness that leverages prior work on the robustness problem for the C11 memory model based on
the search for a non-robustness witness under SC executions. We crucially rely on the fact that this search is
carried out over SC executions, and use high-level SC specifications (including linearizability) of the library to
verify the absence of a non-robustness witness. Our technique is compositional - we show how we can safely
preserve robustness of multiple interacting library implementations and clients using additional SC fences
to guarantee robustness of entire executions. Experimental results on a number of complex realistic library
implementations demonstrate the feasibility of our approach.
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1 Introduction

Unlike a sequentially consistent (SC) [41] memory model where concurrently executing threads all
witness the same view of memory, relaxed memory models such as those found in C11 [7, 8, 15] allow
each thread to have its own logical view of memory, resulting in behaviors like store buffering that
are not expressible under SC [37]. A program written to take advantage of the performance benefits
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afforded by executing under a relaxed memory model M, but whose behaviors can nonetheless be
fully explained in terms of SC (interleaved) executions, is said to be robust against M. Intuitively, a
robust program is one in which every relaxed memory execution is also an SC one.

In this paper, we consider the problem of automatically verifying the robustness of library
implementations against RC20 [43], a useful variant of the C11 memory model. C11 allows the
expression of high-performance concurrent C/C++ code through the use of annotations affixed to
memory accesses. Release (rel) and acquire (acq) annotations enable a form of message-passing
between “release” writes and “acquire” reads [38], yielding a causally-consistent ordering between
the operations that precede the “release” and those that follow the “acquire”; and, relaxed (rlx)
annotations are used to compile accesses to single hardware loads and stores with no additional
synchronization, other than basic store coherence guarantees [33] provided by the hardware. RC20
provides an improved semantics for atomic accesses [40], prevents undesirable executions involving
out-of-thin-air reads, and simplifies the semantics of synchronization for release-acquire pairs.

Robustness under the RC20 memory model is a well-studied problem [38, 43] for which algorithms
to check robustness of finite-state programs operating over a bounded number of threads have
been developed. By showing a program to be robust, one can then reason about its correctness w.r.t.
a high-level specification under the SC memory model, which is a significantly simpler problem.
Consequently, any correctness guarantees proven under SC also continue to hold under RC20.
Thus, proving library robustness can also enable a similar pathway to reasoning about correctness
of programs using library implementations under RC20. Prior efforts addressing the correctness of
library implementations under relaxed memory models have mostly focused on developing newer
forms of specification [18, 44, 49, 52] that allows reasonable non-SC behaviors and also exposes the
internals of the underlying memory model. While these specifications can admit highly efficient
library implementations, proving their correctness requires significant manual effort because of the
need to closely correlate abstract state-based specifications with the event-based relaxed memory
model semantics. Furthermore, using these relaxed specifications to prove correctness of client
programs using the library implementation is also highly non-trivial. On the other hand, by proving
a library implementation to be robust in the context of the most general client, we can extend this
robustness guarantee to any client program using the library, thus allowing one to reason about its
correctness under SC, which is a well-studied problem.

Following the classical modular verification paradigm, we would like to separately verify the
robustness of library implementations and their clients and then compose these guarantees together
to establish robustness of the overall execution. We consider the following strategy: first verify
a library implementation to be robust in the presence of a most general client, which can call the
library methods an arbitrary number of times across an arbitrary number of threads, and then
use this robustness guarantee to prove the robustness of any client program potentially calling
multiple libraries. Clearly, if a library is not robust on its own, any client program using the library
(and which does not restrict the concurrent behaviors of the library) would also be non-robust.

set1(x) £ store(f,x,rel) L) set2(x) 2 store(f, x, rel) L

Unfortunately, we find that naively compos-
get1() = return load(#, acq) get2() = return load(#, acq)

ing individually robust libraries may not lead
to an overall robust execution. To illustrate this, ((_Sessionn [ Sessiomm |
consider the two simple register libraries £; set1(1); set2(1);

and L, given in Fig. 1. It is well known that un-
der the RC20 memory model, atomic accesses to Fig. 1. Example showing non-compositionality of ro-
a single location follow SC-per-location seman- pystness

tics, and thus both the libraries (which access

single distinct locations #; and #,) will be individually robust for the most general client. However,

y=get2();//y=0 x=get1();//x=0
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we can construct a standard store-buffering execution formed out of interaction with both libraries,
as shown by the sessions 7; and 7, in the figure (assume that the initial value at locations ¢ and
¢, is 0). This execution is not possible under SC, because in any interleaving, at least one of set1
or set2 (and hence the underlying store) operations will happen first, so that at least one of the
get1 or get2 operations would return 1. To recover overall robustness, we can add an SC-fence
when crossing libraries within every session. In the RC20 memory model, an SC-fence is defined
using a composition of three instructions: fence(acq); fadd(f, 0, acqrel);fence(rel) where f is
an identifier for a distinguished location not accessed by any other instruction [43]. The fadd
instruction guarantees synchronization between any two SC fences.

In the execution above, suppose we place an SC fence between the two invocations in each
session. Then, the total ordering among the fences would prevent both the loads from ignoring the
stores under RC20, thus prohibiting the store buffering anomaly. On the other hand, if even one of
the SC-fences is removed, store buffering is still possible. We call an execution well-fenced if there
is an SC-fence between every adjacent pair of invocations to different libraries in every session.

Having well-fenced executions then gives us a way to decompose the overall robustness problem
into robustness of individual libraries. In this work, we leverage this observation and make signifi-
cant progress on the problem of verifying robustness of programs using library implementations: (i)
we propose an automated, sound (but not complete) verification procedure for proving robustness
of individual library implementations against the most general client, (ii) we formally prove that a
well-fenced execution comprising of calls to individually robust libraries is guaranteed to be robust.

Verifying individual library robustness conceptually requires us to compare the set of all SC
and RC20 executions of the library implementation. This is a non-trivial problem because the
most general client can invoke library methods an arbitrary number of times concurrently across
an arbitrary number of threads. Previous efforts on robustness verification of relaxed memory
programs [11, 38, 43] are only applicable for finite state programs involving a bounded number of
threads. Our primary contribution in this regard is a fully automated verification strategy that is
not constrained by these restrictions.

Our verification strategy is based on searching SC executions of a library implementation
for potential non-robustness witnesses [38, 43]. SC executions are constructed by simply treating
all memory accesses as being sequentially consistent, ignoring the actual annotations affixed
to these accesses in the program. A non-robustness witness is a prefix of an SC execution that
contains a location whose latest write w would be witnessed by the next operation (say a read r) in
that execution, but which may not necessarily be witnessed in an RC20 execution, i.e. informally,
hbsc (w, r) holds but hbrcao (w, r) does not, where hbsc and hbrc,o define a happens-before ordering
among read and write actions in SC and RC20 executions, resp. Verifying the absence of such a
witness is tantamount to showing robustness in a RC20 setting [38, 43]. We use an inductive strategy
to cover the infinite set of executions, and crucially take advantage of axioms and constraints
provided by the library’s SC specification to help discharge the verification conditions.

We note that unlike prior approaches to robustness verification [38, 43] which are both sound and
complete, our approach sacrifices completeness for the sake of automation by devising sufficient
but not necessary conditions for proving absence of a non-robustness witness. However, this
makes our verification strategy more amenable to automation, and also better suited to library
implementations. We also crucially rely on expressive SC specifications to rule out infeasible
non-robustness witnesses, with the caveat that spurious non-robustness witnesses can arise if
the SC specification is not expressive enough. However, our extensive experimental evaluation
suggests that the SC specification of the standard data structures is rich enough to verify a number
of complex implementations.
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4 int get {
5 nodex r = load(L, acq);
1 void set(int v) { 6 if (r == NULL)
2 nodex N = malloc(sizeof(node)); 7 return UNDEF;
3 store(N— val, v, rlx); 8 else {
! store(L, N, rel) ; 9 int v = load(r— val,rlx);
5 10 return v;
6 11
12 }
13

Fig. 2. A stylized C11 implementation of a Register library. The contents of variables N and L can be accessed
by multiple threads; variable r, on the other hand, is thread-local.

This paper makes the following contributions:

(1) We provide a verification methodology for proving robustness of a concurrent data structure
library executing under the RC20 memory model. To enable automated verification, our proof
methodology exploits various constraints derived from the library’s SC specification. We
provide a common SMT-based framework to systematically relate these high-level constraints
with the low-level event-based guarantees required for robustness proofs.

(2) We introduce a new notion of robustness, called induced subgraph robustness, tailored for
reasoning about robustness of library implementations that may have benign non-robustness
as part of their speculative computations. This weaker definition permits executions to have
library-internal non-robust operations, as long as their effects do not manifest in a method’s
return value.

(3) We extend our methodology for proving robustness of an individual library to compose
multiple robust libraries using SC fences to guarantee overall execution robustness. Our
composition guarantees also extend to induced subgraph robustness. Our initial experiments
indicate that the performance penalty of putting additional SC fences is not significant, and
potentially masked by the synchronization already performed by the individual libraries to
maintain robustness.

(4) We have applied our approach on a number of realistic concurrent C11 library implementa-
tions, including real-world benchmarks such as Meta’s Folly lock-free queue implementation
that make sophisticated use of relaxed atomics [26]. Our results establish, often for the first
time, robustness against RC20 of well-known library implementations.

The remainder of the paper is structured as follows. The next section presents a motivating
example to illustrate the core ideas underlying our approach for proving robustness of a library.
§3 introduces a representative language, along with an axiomatic formalization of the memory
model. The derivation of the inductive invariant used for our robustness proof is given in §4. We
formalize the definition of induced subgraph robustness in §5. We provide our methodology to
compose robust libraries in §6. Details about the implementation and SMT encoding are given in
§7. Experimental results are presented in §8. Related work and conclusions are given in §9.

2  Motivating Example

Consider an implementation of a concurrent register data structure shown in Figure 2. Although
not very efficient, it nonetheless exhibits access patterns commonly found in a number of real-world
library implementations, and it allows us to provide a simple, concise demonstration of the core
ideas of our verification strategy. The register data structure has two methods (set(v) and get),
with the intended semantics that get returns the most recent value that was assigned to the register
by a set operation, or else UNDEF if no set operations have yet executed. In Figure 2, the set
method is implemented by allocating a new node containing the value (in the field val), storing

Proc. ACM Program. Lang., Vol. 8, No. OOPSLA2, Article 362. Publication date: October 2024.



Automated Robustness Verification of Concurrent Data Structure Libraries against Relaxed Memory Models 362:5

a reference to the node in a shared variable L. The get method reads the variable L and then
derefences the val field (if L is not NULL) to return the value. Notice that each memory access is
annotated with an access mode, which has an effect on its behavior, as well as the behavior of
subsequent accesses.

If we ignore the annotations defining relaxed access modes and assume all reads and writes to
shared-memory are SC, then every concurrent execution can be thought of as an interleaving of
statements from different threads, all accessing a single shared memory. Under SC, it is straightfor-
ward to prove that the above implementation is correct, which means that all the invocations in an
execution follow the intended register semantics.

2.1 RC20 Memory Model and Robustness

In order to describe executions under the RC20 relaxed memory model, we consider the read/write
events generated during an execution, as well as dependency relations between these events. In
the following, we give a brief informal description of these relations; they are formally defined
in the next section. The relations include (i) reads-from (rf) that relates a write event to the read
event which reads from it, (ii) modification-order (mo), a total ordering on all write events to the
same location, and (iii) from-read (fr), a relation that relates a read event to write events that occur
later than the write event it reads from according to the mo order. Events in the same thread are all
totally ordered according to a session order (so) relation, a generalization of program order adapted
to a concurrent library setting (a session is defined as a sequence of library method invocations
performed by the same thread).

The access modes associated with read/write events are used to determine the synchronizes-with
relation (sw): write and read events that are related by rf are also related by sw if the write is
annotated with rel access mode and the read is annotated with acq mode (there are also other
ways to establish sw, more details in §3.2). Finally, these primitive relations are used to define two
derived relations: (i) hbsc, the transitive closure of rf, fr, mo, so, and (ii) hb, the transitive closure
of sw and so. Intuitively, hbsc will be used to define the behavior of SC executions, while hb will
define the behavior of RC20 executions.

For the purpose of this section, we are mainly interested in how the RC20 memory model uses
hb to constrain the behavior of read events by forcing them to not ignore write events that are in
hb order to them. This means that a read event e, cannot read from a write event e,, if there is

another write event e/, such that e,, LN e;, and e/, LN e, (more precisely, e], must be in hb-order
before some previous event in the session containing e, ). In this case, e, must read from either ey,
or an event mo-after e’,.

To illustrate this, consider an execution of the reg- hb
ister library consisting of two invocations, set(v) "7 V3 vr R{L, N, acq)
and get. The events generated during this execution im "i« lso
are shown in Figure 3, with the two events on the W(L, N, rel) R(N — val,v,rlx)
left side of the figure generated by set(v) and the
two events on the right generated by get. Assuming
that the malloc statement in set(v) allocates a new
node N, the rf relation from the store of L in set to the load of L in get induces a sw relation
(because of the rel and acq annotations associated with the store operation in the set method
(line 4) and the load operation in the get method (line 5)). Due to this, the write of N—val in set
comes in hb-order before the read of N—val in get. As a result, this load must read the value v.
However, if the access mode of either the load or store to L are changed to rlx, then the store to
N—val would no longer be in hb order, allowing the load to N—val to ignore it. The execution

Fig. 3. An execution of the register library
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Fig. 4. Establishing the inductive invariant for the location L in the register library implementation

in Figure 3 corresponds to classical message-passing behavior, and is possible under both SC and
RC20.

The robustness problem then asks whether any arbitrary RC20 execution of the library implemen-
tation is also possible under SC. In order to solve the robustness problem, we consider an alternative
event-based characterization of SC executions: SC constrains the behavior of read events by forcing
them to not ignore write events which are in hbsc order before them. This characterization is almost
identical to the RC20 memory model, replacing the hb relation with hbsc, and this observation
leads to the following sufficient condition for robustness[43]: At every step during an SC execution,
if the next event is a read event e, to location ¢, and if the most recent write event e,, to £ (according to
the mo ordering) is in hbsc order to the session T containing e,, then e,, is also in hb ordering to t.
This means that, under RC20, the read event e, cannot ignore the write event e,,, and hence it must
have the same behavior as under SC. Notice that although we are trying to establish robustness of
RC20 executions, the robustness condition itself needs to be checked over SC executions only. This
is because we are essentially searching for the minimal or first robustness violation, and hence the
execution leading up to the violation must be itself robust and hence possible under SC.

Coming back to the execution in Figure 3, just before the event R(N — val, v, rlx), the most
recent write event to the location N — val, W(N — val, v, rlx ), is in both hbsc and hb order, thus
ensuring that the read event has the same behavior under both SC and RC20. On the other hand, if
the access modes of either the load or store to L were to be changed to rlx, robustness would be
violated by the read event to N—val, resulting in a manifestation of a non-robustness witness.

2.2 Verifying Robustness

Our verification strategy aims to prove the absence of non-robustness witnesses, which are nothing
but violations of the sufficient condition for robustness: an SC execution of the library implementa-
tion that contains a write event on a location £ that is in hbsc but not hb order to a session where the
next event is a read event on £. Since a library implementation can be invoked an arbitrary number
of times by clients across arbitrary number of threads, we have to reason about robustness of an
unbounded number of executions. To make this problem tractable, we define an inductive proof
strategy that essentially uses the absence of non-robustness witnesses as an inductive invariant.
We prove the correctness of the inductive invariant systematically on a per-location basis, and use
information about the SC behavior of the library implementation (such as its high-level specification
under SC) to facilitate automated verification.

To illustrate, we describe how to verify the robustness of the register implementation of Figure 2.
Executions of this implementation access two classes of locations: (i) L and (ii) N—val for different
values of N. We reason about the absence of non-robustness witnesses involving these location
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classes separately. Intuitively, the rel/acq annotations to the store/load of location L should ensure
robust behavior of loads to location N — val. However, it is not clear how the implementation
ensures robustness for accesses to location L. We prove that it does so by establishing the following
inductive invariant over all SC executions: if the most recent write to the location L (according to
mo) comes hbsc before another event, then it also comes hb before it. This would then ensure that a
subsequent load to L would have the same behavior under SC and RC20. We use induction on the
number of events in an SC execution, and consider adding events in an order that obeys the hbsc
relation. Figure 4 depicts some of the more interesting inductive cases; for each case, we consider
an arbitrary SC execution G of the library (depicted by the rectangle) and a new event y to be added
to the execution. The most recent write to location L in the execution G is labelled y,,. Inductively,
we assume that if j1,, comes hbsc before another event in G, it also comes hb before it.

The various cases exhaustively consider new additions to hbsc due to the inclusion of u. We
highlight the different ways in which the inductive invariant is maintained. Figure 4(a) considers
the case where p is a read event to L, which can cause a new hbgsc edge to be established through
the rf relation. Now, since all writes to L use the access mode rel while all reads to L use access
mode acq, the rf relation induces a sw relation, and thus a hb relation so that the required condition
continues to hold. Figure 4(b) depicts an execution in which p is a write to L that results in an
incoming fr edge from an existing read (y,) in G. Note that the dotted arrow labeled with hbsc
indicates that the hbgsc relation is established through some sequence of events. Now, since i,
occurs hbgc-before iy, it also occurs hbgc-before . However, in the new execution after addition
of the event p, notice that 4 now becomes the most recent write to L, and it cannot occur hbsc
before any event in G (because we are adding events in hbsc order). Hence, the required invariant
holds trivially, and we do not have to consider any hbgc paths from .

A more interesting case is shown in Figure 4(c). Here p is a write event to N—val and its addition
to the execution establishes a new hbsc path from p,, through a fr relation on p,. On the surface,
it would seem that this depicts a non-hb (but hbsc) path from p,, to p. However, in an actual
execution, the fr relation involving N—val can never arise. In the following, we show how we can
infer the infeasibility of this execution by using the fact that we are only considering SC executions.

Notice that in a SC execution, there is a unique write to any location of the class N—val, because
it only happens inside the set method, and malloc will always return a fresh location. Since p,
does not read from this write event, and since there is no other write event to N—val, y, must read
the initial value of the location (say 0), which will also be returned by get invocation containing
1y However, the register implementation is agnostic to the actual value passed as an argument to
set (i.e., set’s control-flow is unaffected by v) and thus we can assume data independence of its
arguments [1]. In particular, we prohibit executions where set is passed the initialization value 0.
But the get invocation containing y, returns 0, and the register specification says that for every get
invocation which return a non-UNDEF value, there must be a set invocation whose argument value
is the same as the return value of the get invocation. We thus derive a contradiction, establishing
infeasibility of the execution in Fig. 4(c). Notice how we are able to leverage program structure
constraints (uniqueness of write to N—val enforced by malloc) and the register specification for
this reasoning.

The cases depicted in Figures 4(d) and 4(e) can also be handled in a fashion similar to the handling
of cases 4(a) - 4(c). In particular, the execution shown in Figure 4(d) is not possible due to uniqueness
of writes to N—val. Figure 4(e) depicts a feasible execution. In this case, there will already exist a
hb ordering between the event WIN—val, _, _) and u (as shown in Figure 3) via a path comprising
sw and so edges. Using the inductive hypothesis that y,, also occurs hb-before W(N—val, _, ) and
the transitivity of hb, we can infer that p,, occurs hb-before . Collectively, our case analysis shows
robustness for the location L, guaranteeing that there can be no non-robustness witnesses caused
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Fig. 5. Domains and language syntax.

by accesses to this location. In each case, either we cannot establish the hbg¢ relation, or if we can,
then hb relation is also established. A similar analysis can be carried out for the location N—val.

The following sections formalize these intuitions, generalizes the approach to deal with im-
plementations that use loops and synchronization operations like cas and fence, and builds an
automated procedure to perform the above reasoning.

3 Preliminaries
3.1 Syntax and Program Semantics

To describe our approach, we consider a C-style imperative language, with standard control-flow
operators (sequencing (;), while, if-then-else, etc.), and operations to access thread-local and shared
state (Figure 5). A library implementation of a data structure is given by a set of methods written in
this language, with each method corresponding to an operation of the data structure; we prohibit
methods from invoking other methods.

Library implementations have access to a shared heap i.e., an unbounded collection of locations
(Location), shared among all sessions; additionally, library methods can bind and read local variables
whose values are accessible to the method only for the lifetime of the invocation. We assume that
every instance of the malloc(c) command returns a unique location on the heap, allocating c units
of memory. We also require that a library implementation owns its accessed locations, which means
they cannot be accessed by clients (or other library implementations) [49]. A method body is a
sequence of statements, at least one of which must be a return.

The most interesting part of the language are statements that access shared memory. Specifically,
statements load(x,0r) and store(x,e,oy) are used to load values from, and store values to, locations in
shared memory whose address is contained in variable x, resp. Following the RC20 memory model,
each shared memory access in our language is also associated with an access mode, taken from
the set Mod = {rlx, acq, rel, acqrel}. These modes define the consistency level of the memory
access. Note that the language does not allow non-atomics, as every access is identified with a
consistency level. We define specific subsets of access modes for the different types of memory
accesses:

Modg = {rlx, acq} Mody = {rlx, acq, rel,acqrel}

Mody = {rlx, rel} Modr = {acq, rel, acqrel}
A partial order C is also defined over these access modes, which intuitively orders them according
to their consistency level:rlx C acq C acqrel and r1x C rel C acqrel. Additionally, the cas(x,ey,es,

ou, 0r) operation atomically updates the location ¢ bound to x to the evaluation of e, if e; evaluates
to the value stored in ¢, returning true in this case, and returns false otherwise.
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I € Invocations = Sessionld — (InvkEvt U {L}) X (StmtU {L})
o € Environments = Sessionld — EnvLocal
L € Library € P (Method)

p € EnvLocal = Var — Value

INvk
RET
I(r)=(,1) m=Axse L B )
¢’ =olr— o(0)[x - v4l] ) va(k? - <Y’Zjetr”;”(:)j>
iunique y = Invk(i,m, vg, vy, T) V= — == o(z) Or
’ I'=TI[t-(yL)] o' =elr—p.l
I'=T[tm (ys)] e
I ’ ]/
(0, I) L (0", I") (0, I)= (0, I")
STEPLOCAL STEPMEM
I =(rs) (e(0).5) Sr (0.5 fo=ts (e o s
I'=Iltm (r.s)] o' =ele(d) ¢l o r

o' =polo(r) » p’] iunique p=Mem(ir,a)
M
(o, 1) = (e’ 1")

Sil(y)
(0. T)=—= (0. I")

Fig. 6. Global Reduction Rules

The semantics of library implementations are defined in terms of a most general client which
can call arbitrary methods in any arbitrary session. Formally, for a library £ € $(Method), we
define a labeled transition system (LTS), Q ; = (d, Evt, =), where @ denotes a set of states, Evt
denotes a set of events (also used as labels on transitions) and =C ® X Evt X ® defines a transition

relation over states and events. We write = for the relation {(s1, 82)||{51, w, 52) €=}.

A state in ® is a tuple, comprising a set of thread-local environments (¢) indexed by session
ids and a set of current invocations (7, also indexed by session ids) that records the state of each
session along with the invocation event of the method currently executing in that session. In an
invocation event, Invk(i, m, v4, v, 7), i represents an invocation number (a unique identifier for a
particular invocation), m is a method name, v, and v, represent the argument supplied to and value
returned by the method, and 7 is a session identifier. The prophesied return value v, must match the
value yielded by e in any return e statement executed during the execution of m with invocation
number i. This follows the convention introduced by [49] to describe method invocations in a
relaxed memory setting using a single event, instead of the traditional invocation and response
events used in the SC setting.

We note that Sessionld is an unbounded set of sessions. The initial state s, of Qp is {01, Z,). I,
maps each session in Sessionld to ( L, L ), while o, maps each variable to an initial value.

Figure 6 defines the semantics of clients. It models the behavior of a most-general client. A client
can invoke a new method using the INvk rule, which also establishes an initial local environment.
Notice that 7 (r) = (_, L) ensures that 7 is not an active session. The RET rule corresponds to the
return of a method. We use the notation e ~»,(;) v, to indicate that the expression e evaluate to v,
under the local environment o (7). Notice that the RET rule sets the second component of 7 (7) to
L, thus allowing future calls in 7 through INvk. The STEP rules allow a method invocation active in
a session to take either a silent step (STEPLOCAL) or a step that affects memory (STEPMEM) L.

Steps taken by an invocation that do not access shared memory are recorded using a silent
event (Sil(y }). Steps that involve either reading or writing from shared memory are recorded using
memory events that are of the form: Mem(i, 7, @), where i is a unique event identifier, 7 is the
session containing the event, and « defines the particular operation performed on the memory

The local reduction rules defining 2, are straightforward and provided in the supplemental material, §2.
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(read (R), write (W), read-modify-update (U), or fence (F)). We assume the language modeled by the
LTS is receptive [51] and does not constrain the specific values read from memory. This assumption
is consistent with prior work [43] that also separates out the memory system from the program
semantics, by allowing load operations to read arbitrary values from memory. These values are
then constrained by the memory system as defined in §3.2.

3.2 Memory System

We use declarative specifications of the RC20 memory model to construct the memory system.
These specifications constrain execution graphs, which consist of the memory events that we defined
in the previous subsection, along with a number of binary relations among these events. Formally,
an execution graph G = (M, rf, mo, so) consists of a set of memory events M along with the binary
relations reads-from (rf), modification-order (mo) and session-order (so). Our development closely
follows prior work in this area [33, 38, 43].

Notation. For a relation R, we write R? for the reflexive and R* for the transitive closure of R,
R7! denotes its inverse, while dom(R) denotes its domain. R;; R, denotes the composition of the
two relations R; and R;. Given a set of memory events M, [M] denotes the identity relation on M.
Hence, [M;]; R; [M;] denotes R N (M; X M,). Given an execution graph G = (M, rf, mo, so), we use
the notation G.X to denote the subcomponent X of G. Given a subset of events M’ € G.M and
binary relation G.R over G.M, we write G.R|jy to denote the projection of R over the events in M".
We also use the notation G.M; to denote the set of events in G.M of session 7, and use G.M5 to
denote set of events in G.M of memory event type T (T € {R,W, U, F}). We use G.Myay to indicate the
set of all write and update events. G.Mcy is used to denote the set of all events in G.M whose access
mode is related by the partial order C, with X. G.M; for location ¢ denotes the set of memory events
accessing £. We can also combine these notations to denote subsets of events satisfying multiple
properties, for example, G.My, denotes write events to location £. We use G.w;"® to denote the
most recent write (or update) event in G.M to £ according to the G.mo order. Given a memory event
1 = Mem(i, 7, ), we use various projection functions sess(y), type(u), loc(p), rval(p), wval(p),
mod(p) to denote the session, memory event type, memory location, read value, write value, access
mode respectively. Similarly, for an invocation event y, we use functions method(y), arg(y), ret(y)
to denote the method name, argument, and return value resp. Given a relation R between memory

R
events, we use the notation y; — p to denote R(p, yiz) for memory events py, yo.

Execution Graphs. A valid execution graph G = (M, rf, mo, so) obeys certain well-formedness
constraints, irrespective of the memory model. These well-formedness constraints follow directly
from the definition of the various relations and include the following: (i) mo € My.y X My is a
total order between write/update events to the same location, (ii) so is a total order between events
in the same session, (iii) rf € My+y X Mys+r is total on its co-domain and only relates events to the

same location and (iv) if y BN 12, then wval(py) = rval(p). We denote these constraints by ypase-
In order to understand how execution graphs are constrained by memory models, we first describe
the specification for SC. Given an execution graph G = (M, rf, mo, so), we define the following
derived relations:

G.fr= (G.rf"';G.mo) \ [G.M] G.sw = [G.Mare1]; ([G.Mr]; G.50)"; G.rf*; (G.s0; [G.Mr])7; [G.Mzacq]
G.hbsc = (G.rf UG.mo U G.frUG.so)* G.hb= (G.swU G.s0)*

The fr relation relates a read event with write events that it does not witness. Execution graph G is
said to be SC-consistent if hbgc is irreflexive. The hbsc ordering is an interleaving of events across
sessions; making it irreflexive ensures that each read event reads from the most recent write event,
formalizing our intuitive understanding of SC executions. We denote this constraint by ysc(G).
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The sw relation relates rel writes with acq reads that read from them, as well as rel and acq
fences that have rf-related write and read events between them; hb then transitively expands sw
while also taking into account so. An execution graph G is said to be RC20-consistent if the following
conditions hold: (1) G.fr; (G.rf)’; G.hb is irreflexive; (2) G.mo; (G.rf)’; (G.hb)’ is irreflexive; (3)
G.fr; G.mo is irreflexive; and, (4) G.rf U G.so is acyclic.

We denote this set of constraints by yrc2o(G). Intuitively, the first two irreflexivity constraints
guarantee that read and write operations obey hb ordering, i.e. a read event cannot overlook a write
event that happens-before the read, and the modification order between two write events must agree
with the happens-before order. The third irreflexivity constraint guarantees CAS semantics, i.e.,
two distinct update events cannot read from the same write event. The last constraint is required
to prohibit out-of-thin-air reads [9]. Notice that ysc(G) = yrc20(G), and hence, if an execution
graph is SC-consistent, it is also RC20-consistent. The above specification of RC20-consistency
matches with the development used in previous work [43].

Traces. We now present the memory systems for the SC and RC20 memory models. We define
a common parameterized system that can be instantiated with either ysc or yrczo. The labeled
transition system for memory model X is given by MSx = (G, MemEvt, —x). Here, G is the set
of all execution graphs, MemEvt are memory events as defined earlier, and -»xC G X MemEvt X G
are labeled transitions. We define an initial execution graph G, = (M,, 0, 0, 0), where M, contains
an initial write event W( £, v[i, rlx) to every location ¢.

Each transition adds a new memory event, corresponding to an arbitrary action « in arbitrary
session 7, as long as the new execution graph obeys the well-formedness constraints and the
consistency constraints of the memory model. We now take the product of the program semantics
(Q ) and memory system (MSx) to describe executions of a library implementation £ under

o . K i
memory model X. In the product, the transition of the program semantics = and the transition of

H . .
the memory system —x must agree on the memory event. For method invocations, returns, or
silent transitions of the program semantics, there will be no transitions in the memory system. A
trace of the combined transition system begins from the initial state (s,, G, ) and contains a finite

w wn
number of transitions. A complete trace must end in a final state (s,, G, ) = ... = (s, G), where

in the state s, all invocations have completed their executions, i.e. there are no pending return
statements in any session.

In the following, we consider an execution of a library implementation L under memory model
X to be a tuple E = (t,T, G) where t is a trace of the combined transition system Q) X MSx, T is
the set of all method invocation events and G is the execution graph in the final state of the trace.
We also define an invocation session order soj,,, which relates invocation events belonging to the
same session in the order in which they appear in the trace t. We use the notation S}L( to denote the
set of all such executions. Similarly, a complete execution corresponds to a complete trace, and we
use CS§< to denote the set of all complete executions. We also use the notation E.G to denote the
execution graph of E, and E.M, E.rf, E.mo, E.so to denote the various components of the execution
graph G.

3.3 Robustness and Library Correctness under SC

The robustness problem, in general, asks whether every RC20 execution of a program is also possible
under SC. In the context of library implementations, we re-define the notion of execution-graph
robustness, originally proposed in [38], as follows:
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Definition 3.1. An execution E € aﬁczo of a library implementation L is execution-graph robust,
if E € BIS“C. A library implementation L is execution-graph robust if all of its complete executions
EeC Sﬁczo are execution-graph robust.

Our verification strategy (described in §4) uses the SC specification of a library implementation
to discharge the verification conditions. The correctness of a library implementation under SC
is typically specified using the notion of linearizability, which tries to establish a simulation
between concurrent executions of the implementation and sequential executions of a reference
implementation of the same data structure. However, previous works ( [23, 25]) have also proposed
alternative declarative specifications which are equivalent to linearizability and which directly
constrain the argument/return value of invocations using a collection of axioms. Such a declarative
specification is more amenable to SMT encoding, and hence we have used such specifications in
our work. The specifications also establish a happens-before ordering among invocations (hbjpy)
which is required to be a total order.

For example, to provide a declarative specification of the register library of Fig. 2, we first define
a binary predicate match over invocation events in an execution, which is used in the following
three specification predicates. These take as input the invocation events I' in an execution E of the
library implementation:

match(yi,y2) = method(y1) = set A method(y2) = get A arg(y1) = ret(y2)
xcerser (D) £ Vy eT. method(y) = get A ret(y) # UNDEF = Ty’ € T. match(y’,y)A
}/, I"binv )/

A hbin\/ hbinv
XcetFrom(I) = Vy1,v2,¥3 € T. =(match(y1, y2) A method(y3) =set Ay —— y3 Ays — y2)

V1,72 € T. method(y1) = set A method(ys) = get A y1 2% y,
= ret(y2) # UNDEF
XLIN 2 (sOjny = hbjny) A hbj,, is a total order

Xcerser constrains all get invocations that return non-UNDEF values to match their return values
with the argument value of some set invocation (and also defines hb,, relation between them),
XcrrFrom disallows scenarios in which a get invocation returns the value of an older (not most-
recent) set operation, while yggrunper disallows a get operation to return UNDEF if there is set
operation before it. yp v ensures that hbi,, is a total order and obeys the session order among
invocations. The set yxse = { XGerSer> XGerFroms XGeTUNDEF, YLIN } defines a specification of the register
library equivalent to linearizability[25]. Under SC, it is easy to see that any execution of the
implementation of Fig. 2 satisfies yggc-

In general, given a library implementation L of data structure D with specification yp, we
assume library correctness under SC, which means that every complete execution E = (t,T,G) €
CSéC satisfies the specification, i.e. A;(T") holds for all A; € yp. Declarative specifications
equivalent to linearizability have been defined for all common data structures such as stack, queue,
set, etc. in previous works [25].These specifications can be easily encoded as FOL formulae over
the domain of invocation events, constraining the method names, arguments, return value and
the session order relation. Note that specifications do not directly constrain any internal event
of the library implementation, since these would not be directly observable to a client, and the
specification should be agnostic of the implementation.

11>

XGerUNDEF (D)

4 Induction for Robustness

In this section, we adapt an existing approach [43] to checking robustness of programs under
the RC20 memory model to the library setting, and in particular derive an inductive strategy for
establishing robustness. Our strategy is based on deriving sufficient conditions for robustness, such
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that if these conditions are maintained at every step in every SC execution of the implementation,
then it is guaranteed to be execution-graph robust. In order to describe this robustness condition,
we first define the notion of prefix of executions.

Definition 4.1. Given a complete execution E = (+,I,G) € C 8]§c of implementation L under
SC, aprefix E' = (t',I',G") € 8§C is an execution obtained from a prefix ¢’ of the trace t. That is,
there exists ¢” such that t = ¢’ o t"” where o composes two traces if the final state in ¢’ is the same
as the initial state of ¢”’.

Note that for every relation R defined in the execution graph G, the relation R’ in the execution
R
graph G’ will be R i p. That is because for events e, e; € G'.M, if e; — ey, then since both events

R/
also occur in the trace t’, we would also have e; — e;. The prefix E’ also obeys the following
property:
E.
V' € MYy e EM. == )/ = pe E'M
That is, if an event y’ is in the prefix, then every event u before it in the same session must also be
in the prefix. We now define the next event of a prefix:

Definition 4.2. Given a prefix E’ = (t/,I/,G") of E, u is called the next event of E’ if ¢ =

w3 Wp-1 H . . . .
C;=0C=...—= Cp_; = Cyisalsoa prefix of t, where wy, ..., w,—1 are either invocation

events or local events and y is a memory event.

The next event of prefix E’ is denoted by next(E’, E). For prefix E’ and y = next(E’,E), E' + u is
used to denote the execution corresponding to the prefix of E ending in event p. The following
definition characterizes a non-robustness witness[43], i.e. a SC execution which leads to a non-
robust RC20 execution.

Definition 4.3. Given a complete SC execution E € CES. of implementation L, let E’ be a prefix
of E and event 1 = next(E’, E) such that loc(y) = ¢ and sess(u) = 7. Then E’ is a non-robustness
witness if the following conditions are true:

(1) E".w"™ € dom(E’.hbl; [E".M,])

(2) There exists y,, € E'.My, U E’.My, such that y,, # E".w,;",

fhw & dom(E’.mo; E’.xf’; E’.hb’; [E’.M,]) and if act(y) # R then p,, & dom(E’.xf; [E’.My]))
and

The non-robustness witness definition formalizes our intuitive understanding of a non-robust
execution: for a prefix E’, the next event y can be non-robust (i.e. can have a different behavior
under RC20 and SC memory models) if the most recent write event w;"® to £ occurs hbsc-before
the session containing p, so under SC, if y1 is a read event, then it must read from w;"®*. But w;™®
does not occur hb-before the session containing p (because of the presence of the earlier write
event (), so that in a RC20 execution, y can read from p,,. Note that if 4 is not a read event, then
the definition further constrains the earlier write event p,, to not be related by rf to an update
event, since the CAS semantics even under the C11 memory model would not allow another write
(in this case p) to come between the write (i,,) from which an update events reads from. In essence,

referring back to the memory system defined in Sec. 3.2, E’.G ﬁ’Rczo E’.G + p would be a valid

transition in the RC20 memory model, but this would not be a valid transition in the SC system.
Further, the execution leading up to such a non-robustness witness must obey SC semantics, thus

characterizing the first (or minimal) violation of robustness. If we can ensure such a non-robustness

2 Adapted from Definition 4.5 in [43]
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witness does not arise during any SC execution, the library implementation is guaranteed to be
robust.

THEOREM 4.4. Given a library implementation L, if every prefix E’ of every complete execution
EeC Séc is not a non-robustness witness, then L is execution-graph robust’.

The above theorem is a direct application of Theorem 4.6 in [43] but applied to executions of a
library implementation in the presence of the most general client. In order to illustrate this idea,
we revisit the execution in Figure 3. Notice that just before the event R(N — val, v, rlx), the most
recent write event to the location N—val, W{N — val, v, r1x), is in both hbsc and hb order, thus
ensuring that the read event has the same behavior under both SC and RC20. On the other hand,
suppose we modified the library implementation and changed the access modes of either the load or
store of L to be rlx. Then, we would get a non-robustness witness E’ consisting of the two events
of the set invocation (on the left) and the first event of the get invocation ( R{L, N, r1x )), with the
next event being the read of N — val. This witness can be obtained through an SC execution, in the
sense that it does not violate ysc, and it obeys both the conditions of Definition 4.3. In particular,
with the next event to E’ being a read to location N — val , the most recent write event wh’l”j’;al is
W(N — val,v,rlx) and it is in hbsc order to the session on the right (thus obeying condition-1),
but it is not in hb order to it. As a result, the initializing write event to N — val (not depicted in
the figure) would take the role of the event p,, in condition-2 of Definition 4.3. Hence, relaxing
the access mode of either of the accesses to the location L renders the library implementation
non-robust.

While Definition 4.3 simplifies our task of proving robustness of executions by reducing it to a
search problem over SC executions, this is still a tall order, as it requires maintaining information
about relations between low-level events across an unbounded number of arbitrarily long executions
involving an unbounded number of heap locations. To address this issue, our verification strategy
uses induction on the prefixes of SC executions, and then shows the absence of a non-robustness
witness at every step of every SC execution. We can try to use the non-existence of a non-robustness
witness itself as an inductive invariant. That is, for an SC execution E, we consider a prefix E’ and
assume inductively that for y = next(E’, E), E” and p do not form a non-robustness witness, and then
prove that for y’ = next(E’+ u, E), E’ + £ and p” do not form a non-robustness witness. Notice from
Def. 4.3 that E” and p not forming a non-robustness witness would mean —=((1) A (2)) = (1) = —(2),
which essentially means that if E’.w;"® is in hbsc order before session 7, then it should also be in
hb order before 7.

Unfortunately, we find that this does not constitute an appropriate inductive invariant, since it
only constrains the events that access location ¢, but the next event of the new prefix E’ + y may
access a different location after this event is added. Hence, the inductive hypothesis involving ¢
is not useful. We could try to use as inductive invariant the required property for all locations:
i.e. V¢, if E'.w;"® is in hbsc order before some session 7, it is in hb order before it. However, this
condition is too strong and not necessary for establishing non-robustness. This is because even if
this condition does not hold for some location (say ¢’), which means that E’.w;™® is in hbsc order
before the session 7 but not in hb order before it, the next event in r must access ¢’ to form the
actual non-robustness witness. The presence of such a event E’.w,™®* is a necessary condition for

¢
forming an actual non-robustness witness, which we formalize below as a potential witness:

3 All proofs can be found in supplemental material, §3
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Definition 4.5. Given an execution E € C8§C, a prefix E’ of E, p € E’.M and a write event

E’.hb,
y' € E'M7 UE M, E’, " and p form a potential non-robustness witness if yi’ —% yand

E'hb
(= p).

E.M;" indicates the set of maximal events in E according to the mo ordering. Note that to
obtain an actual non-robustness witness, we would have to instantiate the above definition with
p' = wp"® for some location ¢, and the next event in the session containing y must also access
{. Figure 7 shows a potential non-robustness witness for the register library implementation. It
shows an execution with two set invocations which happen in different sessions. Because of the
mo relation between the two write events to location L, the write event W(N; — val, vy, rlx)
comes in hbgsc order to the last event of session 7, (W( L, N5, rel)), but it is not in hb order before
it. Using the notation of the above definition, E’ would be the execution depicted in Figure 7,
y’ would be the write event to Ny — val, and g would be the write event to L in session 7.
A potential non-robustness witness, consisting

. Session T Session T
of prefix E” and the write event y’ can become " 1 p—— v;
Y1 : set v :
. e EEAEE AL
an actual non-robustness witness if E” can be W(N, = val, vy, rlx)—--PBSC_ W(N, = val, vy, £1x)

expanded into another prefix E” such that the
next event y’’ of E” accesses the location of /’,
p’ continues to remain the most recent write Fig. 7. Potential non-robustness witness in the register
to its location, and the non-hb hbgc relation [iprary implementation.

continues to exist between p,, and p”’. For the

potential non-robustness witness of Fig. 7, a

subsequent immediate access to location Ny — val would result in an actual non-robustness
witness. While every potential witness does not necessarily become an actual witness, an actual
witness must have been at some stage a potential witness. For example, the potential non-robustness
witness in our example will never result in an actual witness, since there will be no further access
to the location N; — val in an SC execution. Intuitively, this is because of the register semantics,
as the effect of a set invocation y, “overwrites” the effects of a previous set invocation y; through
the write to location L, and the ygprrrom Specification prohibits a get invocation to read from an
older set invocation.

W(L, Ny, rel) “3AW(L, Na, rel)

Table 1. Sufficient conditions for establishing robustness inductively.

O (E, £) Yim € EMP* U EM™. Yy, pp € EM. loc(pm) = €A
E.hb’ E.frVE.moVE.rf E.hb E.hb’
Afim A p2 = ps € EM. pm H3 A p3 H2
Dy (E, ) Yim € EMP® U EMT™. Vg, iz € EM. loc(pm) = £ Aloc(pz) = ¢
E.hb, E.so E.hb E.so
/\ym—sc>p1/\p1—>y2$3y3 € EM. iy — p3 A s — jip

In order to verify robustness, we then have to ensure that either a potential non-robustness
witness is not formed at all (thus ensuring robustness at the source), or if a potential robustness
witness does form, it does not manifest into an actual non-robustness witness (thus ensuring
robustness at the destination). As shown in Table 1, we present two conditions (®s,. and ®g;) that
ensure the absence of a non-robustness witness by disallowing it at the source and destination,
resp. These conditions are parametric on executions and locations.

We first focus on ®s,., which inductively tries to maintain the non-existence of a potential
non-robustness witness. In order to understand ®@s,.(E, £), we note that the only difference between
the definitions of hb and hbsc is that the rf relation between relaxed accesses as well as fr and mo
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relations between any two accesses induce an hbsc relation, but they do not induce an hb relation.
Hence, whenever hbsc is established due to these relations, we should also be able to establish
hb. @, considers a maximal write event p,, to location ¢ in E. If there exists a hbsc (and hence
inductively hb) relation from p,, to some event yy, and if this hbsc relation were to be extended
to py by a fr, mo or rf relation between y; and i, then there should also exist a hb relation from
Ly to i, through some event 3. To illustrate, we refer back to Figure 4, which essentially shows
the different cases to be handled in order to establish ®@,.(E, L) for every SC execution E of the
register implementation. In particular, for the case depicted in Figure 4(a), using the notation of @,
Hw =1 =W(L,_,rel) and p, = p3 = R(L,_, acq). Cases depicted in Figure 4(b)-(d) do not satisfy
the antecedent of @, (because there does not exist events y, yip with the required relation between
them), while for the case depicted in Figure 4(e), gy = W(N — val, , _), po = R(N — val, _,_),
and p3 = R(L, N, acq); pi3 is not depicted in the figure, but it would occur before y;, in the same get

invocation. Note that the antecedent of @, simply means that p,, b, U, but explicitly maintaining
the event p3 which establishes this hb relation helps us in the SMT encoding of ®,, as we will
explain in the next section.

Now, if &g, cannot be established, then a potential non-robustness witness may be formed, as
illustrated in Fig. 7. Notice that this means that ®,.(E,N; — val) does not hold for the execution
E of Fig. 7. Then, we use the condition ®g4; to prevent such a potential non-robustness witness
from turning into an actual witness. In words, this condition considers a scenario when there is a
maximal write event p}>* to location ¢ which occurs hbsc-before event i, with a later event p,
in the same session accessing the location ¢. This could lead to an actual non-robustness witness,
with the prefix being the execution corresponding to the trace leading upto the state just before y».
However, in such a scenario, ®y,; enforces the existence of another event 3 before p, (13 could be
the same as y) in the same session, such that pJ>* occurs hb-before y5. This would prevent the
formation of an actual non-robustness witness involving p7* and yi,.

To illustrate, we have already established through Fig. 7 that ®,. does not hold for the location
N; — val. To show &y, we let p,, be W{N; — val, vy, rlx ), while y; would be some event
which occurs in so-order before p,, which has to be another access to Ny — val. As per the
program structure of the register library, p; can only be a read event, which must occur in a
get invocation. The scenario exactly corresponds to Fig. 3, where, using the notation of @,
Hyw =W(N — val,v,rlx), gy = R(L,N,acq) and pz = R(N — val, v, rlx). However, in this case,
p1 must read from W(L, N, acq ), because there is no another write to L which writes N (guaranteed
by the malloc semantics). Hence, we can instantiate p3 with py itself in the consequent of ®g;.

Notice that if @, (E, £) holds, then ®y, (E, £) also holds, because hbsc would imply hb from
write events to ¢, in which case we can take ps = 1. However, in general, @y, does not imply @,
(as we saw for the location N; — val). The reason we separate out the two conditions is because
for some locations, it is easier to establish @, (E, £), since the condition just requires one access to
the location ¢, as opposed to @4, (E, £) which requires two accesses. The distinction will become
more clear when we go through our SMT encoding in §7.

To summarize, @, (E, £) prevents the formation of a potential non-robustness witness involving
location ¢, while @4, (E, £) prevents a potential non-robustness witness involving ¢ from turning
to an actual non-robustness witness. If we can show that V¢ € Location.VE € C8§C. Dy (E, 0) V
g, (E, £), then we can inductively show execution-graph robustness.

THEOREM 4.6. Given a library implementation L, if V¢ € Location.VE € C8§C. Oys(E, ) V
O, (E, £), then L is execution-graph robust.

We note that Theorem 4.6 does not hold in the other direction, i.e. ®45; and s, are not necessary
for ensuring execution-graph robustness. In particular, there is a gap between the definition of
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a non-robustness witness (Def. 4.3) and the conditions ®s,. and ®,,;. These conditions merely
ensure that if the maximal write y,, to a location appears hbsc-before the next access to it, it also
appear hb-before it. They do not consider the non-maximal write p,, from Def. 4.3 at all, which
is actually the root cause of the non-robust behavior. In particular, consider the scenario where a
non-maximal write y,, may be in rf relation to an update event, and hence cannot cause a robustness
violation if the next event (say y) to be added is a write/update event to the same location as p,,,
and the maximal write 1, is in hbsc order to the session containing p. In this case, act(u) # R,
Uy € dom(E'.rf; [E’.M]y) (here E’ is the set of events in the execution, see point(2) in Def. 4.3).
Hence, we do not require p,, and consequently p,,, to be hb-before p.

Fig. 8 concretely demonstrates this scenario.

date operation to ¢ in 7, reads from the write
to £, in 7;. The read in 73 to location £, reads
from the write in 73, hence the maximal write Fig. 8. Execution illustrating incompleteness of ®g¢
to £ (which is the update in 72) is in hbsc or- and @,,.
der, but not in hb order to 73, since the accesses
to ¢, are relaxed. Excluding the write to #; in
73, the execution is a potential non-robustness witness. Let E’ be this execution, with the next
event u = W( £, 3, rlx ). Following the notation used in Def. 4.3, we have the maximal write to ¢,
Im = U{f1, 1,2, r1x, rlx), and a non-maximal write y,, = W( £, 1, r1x ). Now, E’ + y is not an actual
non-robustness witness, because even though p,, is hbsc order and p,, is not in hb order to the
session 73, [, is in rf order to an update event, and hence y,, does not satisfy point(2) of Def. 4.3.
We note that except scenarios like the one given above, ®,. and ®4;; precisely model the absence
of non-robustness witnesses, i.e. if these conditions are violated, it would imply the presence of
an actual non-robustness witness. A distinguishing property of executions like Fig. 8 is that they
involve at least one update event (generated through CAS operation) to a location. We have observed
that in library implementations, either all writes to a location happen through CAS operations, or
none do (i.e. it doesn’t happen that there is both a CAS and a normal write operation to the same
location). If all accesses to a location are through CASes, our automated verification strategy (given
in §7) uses additional CAS constraints, which helps us avoid any false positives (like the execution
in Fig. 8) arising out of the imprecision of ®g,. and ®yg;.

1 1
. . Session ' [ Session z ' [ Session
Assume that all the events in the execution ( 1) ! ( 2] ! ( s |
. . . R(f, 1,rl
come from some library invocations. The up- Mo Lrbo 4 Ua12rlx) 1 R(G L)
IOW(e,1,rlx) 1 W(&,3,rlx)
1 1
1 1
1 1

5 Induced Subgraph Robustness

We now discuss the challenges that arise in using our verification strategy on real-world library
implementations, and the mechanisms we employ to overcome them.

We observe that the notion of execution-graph robustness is often too strong for real-world
library implementations that use low-level synchronization primitives such as compare-and-swap
(CAS). A typical CAS-based synchronization pattern is as follows: a method invocation performs a
number of speculative reads without any synchronization, followed by some computation based
on these speculative reads, and then finally stores the result of this computation to the global
state if no other concurrent method invocation has made conflicting changes. The pattern uses
CAS operations to determine if a conflict exists. If another concurrent invocation has indeed made
changes to the global state, the speculative computation is ignored (since the corresponding CAS
would fail), and the pattern is retried. These speculative computations are often performed using
relaxed accesses, and they may generate an arbitrary number of read/write events. Any non-robust
behavior of such events would result in a failing CAS, in effect restarting the entire invocation.
It is clearly ineffective to establish the robustness of events that are generated by such failed
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computation. A concrete example of a library implementation demonstrating this pattern is given
in the supplemental material, §4.

In particular, an RC20 execution of a library implementation may be still be effectively robust
against SC even if it exhibits potentially non-robust actions if all events that actually affect the
return value of any method invocation obey SC semantics. To capture this distinction, we define a
new notion of robustness called induced subgraph robustness that only focuses on the robustness
of events that actually effect the client observable behavior of an invocation. Given an execution
graph G = (M, rf, mo, so), G’ = (M’, rf’, mo’, s0’) is called an induced subgraph of G if M’ C M
and rf” = rfyr, mo” = mojyy, s0” = sojur.

Definition 5.1. A complete execution E = (t,T,G) € C Sﬁczo of a library implementation L is
induced subgraph robust if there exists a complete execution E’ = (¢',T",G’) € CS%C such that (i)
I =T, (ii) For all invocation events y1, y2 € T, y1 occurs before y; in trace t & y; occurs before y, in
trace t’ and (iii) G’ is an induced subgraph of G . L is induced subgraph robust if all of its complete
executions E € C Séczo are induced subgraph robust.

Notice that induced subgraph robustness only considers complete executions of the library
implementation. For every RC20 execution, there must exist another complete execution under
SC such that the behavior of the method invocations (i.e. argument and return values) and the
memory events which are responsible for this behavior remains the same as the original RC20
execution. The latter is captured by requiring the execution graph G’ of the SC execution to be an
induced subgraph of the RC20 execution. Referring back to the CAS based pattern used in libraries,
the motivation behind requiring G’ to be an induced subgraph of G is that G’ would presumably
only contain the events of G corresponding to the computation which resulted in a successful CAS,
while the remaining events in G corresponding to failing speculative computation can be ignored.
This is ensured by the fact that the behavior of the method invocation events remains the same.
The client of the library need not care about the non-robustness of events which do not affect the
observable behavior.

While induced subgraph robustness is a more useful correctness criterion for real-world library
implementations, our verification strategy of the previous section aims to show execution-graph
robustness. In order to connect these two notions, we consider a pre-processing step that transforms
the implementation so that it does not generate those events which have no impact on an invoca-
tion’s return value. Our goal is to ensure that all events remaining in the transformed program
will have an effect on a method’s return values. Induced subgraph robustness of the original imple-
mentation is then reduced to checking execution-graph robustness of the new implementation.
Formally, we define a robustness-preserving transformation as follows:

Definition 5.2. A robustness-preserving program transformation is a function p that takes as
input a library implementation L and outputs another library implementation p(L) that obeys the
following two conditions:

1) For every complete RC20 execution E = (t,T,G) € CEL .. of L, there exists a complete
y p RC20 P

RC20 execution E’ = (t',T/,G’) € CSﬁéLZ)O of p(L) such that (i) I'" = T, (ii) the order of
invocation events is the same in both the traces ¢ and t” and (iii) G’ is an induced subgraph
of G.

(L) L
(2) CEL.Y € CE..
The first condition in the above definition allows executions of p(L) to not contain all the events
in executions of L, as long as the observable behavior of invocation events remains the same. The

second condition ensures that the transformation does not add any new behaviors. If we can show
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that the transformed implementation p(L) is execution graph robust, then this would imply that the
original implementation is induced subgraph robust. We can directly apply our induction strategy
of Section 4 on p(L) to determine its execution-graph robustness.

THEOREM 5.3. Given a library implementation L and a robustness-preserving transformation p, if
p(L) is execution-graph robust, then L is induced subgraph robust.

While checking whether a transformation is robustness preserving would be hard in general-
since it requires comparing all RC20 executions of two implementations—applying the definition to
the CAS based synchronization pattern used in libraries is quite straightforward. In particular, we
consider the transformation pcas, which focuses on loops whose loop condition is based on the
success of a cas instruction, and which only generates read events in iterations where the CAS
fails. In such cases, only the last iteration of the loop where the cas succeeds actually matters, and
all previous iterations generate benign read events whose robustness can be ignored. The pcas
transformation is implemented as a simple syntactic analysis in the following manner: For every
while loop whose loop constraint is a cas operation, we first check that only read operations are
performed in any iteration. Following that, we unroll the loop once in the original implementation,
and check for any dependencies (through local variables) from read operations in the first iteration
to write operations, return value of the method, or any operation in the second iteration. If there are
no such dependencies, we conclude that the loop iterations are independent, and only the events in
the last iteration need to be preserved. In this case, we remove the while loop, and replace the cas
operation with a bcas. In such cases, it eliminates the loop, and replaces the cas with a blocking cas
(bcas) with the same parameters [38]. The bcas operation blocks until its compare is successful,
ensuring that only the events in the last iteration of the loop in the original implementation will be
generated.

LEMMA 5.4. The transformation pcas is a robustness-preserving transformation.

Intuitively, for any RC20 execution E of the original implementation L, we can construct a RC20
execution E’ of pcas(L) because all the write operations in E can be directly replicated in E’, since
the only events that will occur in E but not E” will be read events who do not have any dependences
on the write events. Even though these read events can potentially induce more hb relations in E,
this only restricts the behavior of other events which are preserved from E to E’, and hence this
behavior can be replicated in E’ where E’.hb C E.hb.

Finally, we note that the notion of induced subgraph robustness is closely related to the previously
proposed notion of observational robustness [43], which also allows benign non-robust events
without any outgoing dependencies. The major difference is that we explicitly maintain the induced
subgraph property, and the fact that invocation events retain the same behavior. Further, in heap
manipulating programs, it often happens that the location to be read by a subsequent read operation
depends on the value read from a previous read (as in the get implementation in the register library).
In such a scenario, observational robustness would then enforce robustness of the earlier read
(because there is an outgoing dependency), but in our case, induced subgraph robustness may allow
both reads to be non-robust if there is no outgoing dependency to the return value/global state.

6 Compositionality

As discussed in the introduction, individual library robustness as defined in Def. 3.1 or Def. 5.1 is
not sufficient for establishing robustness of executions involving multiple libraries. The issue is
that robustness of a library itself does not provide enough synchronization guarantees that would
be required to establish whole execution robustness. To compensate for this, we consider adding an
SC-fence when crossing libraries within every thread. The store buffering example involving the
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Fig. 9. New Global Reduction Rules of Qr,

two register libraries clearly demonstrates that we need SC-fences when crossing libraries within
every thread, but the question is whether this is sufficient in general for any execution involving
any robust library implementations? We answer this in the positive, and formally prove that for
executions composed of calls to multiple robust libraries, if there is an SC-fence within each thread
when crossing different libraries, then the overall execution is guaranteed to be robust.

In the following, we assume each pair of libraries .£; and L, are disjoint, i.e. there is no common
method that belongs to both libraries. We also require that the sets of memory locations that may
be accessed by each library are also disjoint from each other, which is enforced by the ownership
assumption mentioned at the beginning of §3. We denote an SC fence (i.e. the three instruction
program fence(acq); fadd(f, 0, acqrel); fence(rel)) by fence(sc). Note that the hb relation will
be total among all the update events that are generated by the fadd instructions, due to the acqrel
annotation, while the acq and rel fences are required to synchronize with any corresponding
fences (if present) in the library implementations.

Given a set of libraries L = { L, ..., £}, we define a LTS Qy,, which is almost exactly the same
as the LTS Q  that was defined in §3 for a single library £. Similar to Q s, each state of Q, also
consists of a thread-local environment per active session, and the current invocations indexed by
session id, except that now, these invocations can come from any of the libraries in L. The transition
rules also remain the same, except the INVK rule in Fig. 6, which is replaced by the two new rules
given in Fig. 9.

The new INVK rule is used to invoke a method m of library £ € L if the method preceding it
in its session belonged to the same library; otherwise, in order to invoke a method following one
from a different library, the INVKF rule must be used. In this case the method call is preceded with
an SC-fence statement but the rest of the rule is the same as INVK.

Because of the altered INVK rules, executions of Qp, X MSx, for X = SC or RC20, will always have
an SC-fence at the boundary when crossing from a method of one library to a method of a different
library in session order. Notice that there is no SC-fence between invocations of methods from
the same library. Intuitively, the executions generated by Qp, X MSx maintain a well-fencedness
property: in any (complete or partial) execution, if there is an event e; generated by a method
belonging to £ preceding an event e, generated by a method belonging to a different library £,
in session order, then there must be an SC-fence in between them. Let CS& denote the set all
complete executions generated by Qp, X MSx for the memory system X.

THEOREM 6.1. Given a set of libraries L, if each library in L is execution-graph robust, then all
executions in C Sﬂﬁczo are also execution graph robust.

We prove the above theorem by contradiction, starting with a non-robust execution in C 8%&0
and inspecting the shape of a minimal hbgsc cycle that must be present in the execution graph. We
construct an execution comprising solely of events within a single library £ € L in which the
hbsc cycle is preserved, thus providing a contradiction to the guarantee of robustness of L. In the
case where the original cycle involves events from multiple libraries, we use the presence of SC
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fences between libraries to infer hb synchronization, and we construct an RC20-execution of £ by
converting these hb relations to so by changing the assignment of invocations to sessions.
We can also extend the above result for induced subgraph robustness, using the same definition

as given in Def. 5.1 for complete executions in Cg%czw

THEOREM 6.2. Given a set of libraries L, if each library in L is induced subgraph robust, then all
executions in C S%CZO are also induced subgraph robust.

Intuitively, there may be benign non-robustness in executions of individual libraries, which
does not affect its observable behavior. In such a scenario, for multi-library executions, this non-
robustness would still exist in the overall execution. Hence, we may not be able to show the overall
execution is execution-graph robust, but instead, we can safely remove the non-robustness of each
individual library to show induced subgraph robustness of the entire execution. This preserves the
observable behavior of each invocation.

Our formulation thus far still does not allow a client to also perform atomic RC20 accesses.
However, it is possible to view the client program as a library itself, with every program segment
in every session between two library calls encapsulated as a separate method in this artificially
generated client library. Then, Theorems 6.1 and 6.2 allow us to decompose the overall robustness
problem into proving robustness for the actual libraries and the (synthetic) client library. In
particular, as a special case, we can consider a client program which does not access any shared
variable (i.e., leaves all the shared memory operations to the libraries), or a client program which
only accesses shared memory inside locks. Such client programs will be robust according to our
definition (i.e., the artificially generated client library will be robust), and hence composing them
with robust libraries guarantee overall robustness.

We note that the usage of the SC fences is as important as the robustness of the individual
libraries to guarantee overall robustness of the composite execution. If a library £ can generate a
(non-benign) non-robust execution on its own, it is obvious that we can orchestrate a composite
execution involving multiple libraries along with £ which would also be non-robust. A reader may
wonder whether we can perhaps place more SC fences to perhaps not require individual library
robustness, e.g. before and after every library invocation, regardless of whether the surrounding
invocations belonged to the same library or not. However, this would also not work, because we
can consider a library which has two methods corresponding to the two sessions involved in the
store buffering anomaly, i.e. each method has two memory events, a store followed by load to
different location, with opposite order of locations in the two methods. Essentially, each method
performs the memory operations of one of the sessions involved in the store buffering anomaly.
Then, in an execution where each of the methods is called in a separate session, even with the
presence of SC fences before and after the invocations, store buffering is still possible.

7 Automated Verification

Our automated verification strategy relies on discovering violations of ®,. and ®45;, which essen-
tially corresponds to discovering potential and actual non-robustness witnesses. Towards this end,
we model memory events using FOL domains, executions as relations between events and then
we generate FOL queries that instantiate memory events involved in establishing ®;,. and ®4;.
For example, referring back to Table 1, violations of @, would require us to instantiate events
L, H1, Jio satisfying the antecedent of @, while the negation of the consequent can be simplified

hb
as =(pw — p2).
In addition to memory events which are directly involved in @, and ®g;, for the library method
containing these events, the FOL query also instantiates an event for every program statement
present in the implementation of the method. We call the entire set of instantiated events as a partial
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execution, which is essentially the non-robust core of an actual execution. If such a non-robust
core cannot be instantiated, then no potential or actual non-robustness witnesses can exist. Thus,
if the generated FOL formulae are not satisfiable, we can conclude that @, or @45, hold, implying
robustness of the library implementation.

Next, we require that the partial execution must be a part of a valid SC execution. To ensure this,
we encode the constraints on the executions in terms of FOL formula obtained from the yp4s. and
xsc constraints of §3.2. For each relation R € {rf, mo, fr, sw, so, hb, hbsc}, we encode constraints
that ensure or prohibit their presence between pairs of events. For instance, all events belonging to
the same invocation must be related by so, two events writing to the same location must be related
by mo, there must be a rf between a unique write event to a location and a read event returning
the same value, etc. We also encode how derived relations depend on the base relations.

Note that @, and ®4,; need to be checked individually for every location used in any execution
of the implementation. While an implementation can allocate and access an unbounded number of
locations on the heap during executions, to generate our encoding, we use a fixed, finite number of
location classes. We define a location class for every shared global variable and every field (for record
types allocated on the heap). For example, the location classes for the register implementation of
Fig. 2 are the global variable L and the field val.

Instantiating partial executions with a fixed, fi-

. . Input:Library Implementation L, Specification
nite number of events may result in a number of P Y op P

. . . 1 axioms ¥p
false positives, i.e. partial executlon.s that would L'« peas(L)
not be a part of any complete execution. To prune W pnalysis < ConstraintAnalysis(L', ¥p)
these false positives, we introduce an analysis phase ¥ ¥pase N ¥sc A Yanalysis

before checking @, and @4, that derives useful foreach ¢ € LocClass(L’) do

. . iy if = Check-Dsyc (¥, 1/, ¢) then
constraints obeyed by any SC execution of the li if - Choek @0, (¥, L', £) then

brary implementation. These constraints are then | return L may be non-robust
expressed as universally quantified FOL formulae end

and added to the encoding. The derived constraints end

can be broadly classified into two classes: (1) pro- end

gram structure constraints that are derived by a static ~ ¥étwrm L is robust

analysis of the implementation and (2) specification Fig. 10. Main Algorithm
constraints that are directly obtained from the spec-

ification of the implemented data structure (as described in §3.3). Since we assume that the library
implementation is correct under SC, we can directly incorporate these specification constraints.*
We find these derived constraints to be effective in helping to establish robustness conditions over
low-level memory events.

For each library implementation, we generate (i) a set of access constraints from the provided
implementation code and the library specification that e.g., identify locations written to at most once
in an execution, are always written to within the same invocation, etc., or (i) CAS constraints that
identify locations exclusively modified using acqrel CAS operations and thus are totally ordered
under the hb relation, etc. We additionally extract (iii) specification constraints from the axiomatic,
declarative specification of the data structure to generate additional hb edges. For example, for the
register implementation shown in Figure 1 we add the specifications ygerser and YGerunper, which
state that a get should return the value from another set and if a get returns UNDEF, then no set
method should have been executed before it.

4Complete details about the SMT encoding and the derived constraints are provided in the supplemental material, §5.
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Figure 10 depicts the algorithm for checking robustness, combining the various components
discussed above. The algorithm takes as input a library implementation L, along with the specifica-
tion axioms (¥p) of the implemented data structure 9. We first perform a robustness-preserving
CAS-to-BCAS transformation pcas (shown in 5.4) to obtain the modified implementation L’. We
then populate the constraint set ¥apa1ysis as described above. We then iterate through all the location
classes, and check if either ®,. or ®4,; hold for each location class. Each check for &, or ®y4; will
check the feasibility of instantiating a partial execution involving a violation to the corresponding
condition, in the presence of the constraints V. This feasibility check is reduced to checking the
satisfiability of a FOL formula.

8 Evaluation

We have implemented a tool called RoBoCopP to test our methodology on real-world benchmarks.
RoBoCor takes a library of methods written in C11 and produces a result that indicates if the
library is robust under RC20. RoBoCop directly implements the algorithm of Figure 10. RoBoCor
parses the provided inputs, performs the pcas robustness transformation (5.4), and generates the
necessary SMTLIB encoding needed to specify constraints (§7), which is then discharged by Z3.

Our evaluation considers a number of real-world benchmarks adapted from the literature and
open-source repositories. All these implementations have SC specifications which have been proven
to be correct, but their robustness under RC20 has not been established automatically prior to this
work. All experiments were executed on an Intel® Core™ i5-7200U CPU @ 2.50 GHz, Ubuntu
18.04 machine using Z3 4.8.10. Table 2 summarizes key results. Column Loc denotes the number
of location classes considered for verification. Columns RLX, RA, and Tot denote the number of
relaxed accesses, release-acquire operations (accesses and fences), and total operations performed,
which includes accesses to location classes and fence operations in the library source code. As these
numbers indicate, most of the benchmarks make meaningful use of relaxed and release-acquire
operations. Our benchmarks cover the following commonly occuring access patterns in real-world
libraries - static locations, dynamically allocated locations and locations accessed by an offset into
an array.

Next, we describe situations where the derived constraints aid the automated verification proce-
dure. We note that removing any of these constraints either produces a robustness violation that is
a false-positive or the solver loops until timeout, trying to unroll and instantiate memory events.

Access Constraints. The Treiber stack, Lockfree queue, MPMC Unbounded queue and Non-
blocking set follow the pattern of creating a new node on a push/add operation and then linking it
to the main data structure. Thus, the updates to the fields of these new nodes can only be performed
inside these methods and removing this constraint generates false-positive memory events where
two writes may update this field and lead to a non-robustness witness, if observed by a read.

In the case of the SPSC bounded queue, MPMC bounded and unbounded queues and Chase-Lev
deque, the threads access an underlying array, using integer indices. The access constraint-generated
states that writes to different indices are made by different threads, ensuring that a read cannot
potentially read from two different writes, leading to a non-robustness witness.

CAS Constraints: Since all the data structures are written to be lock-free, they make use of a
CAS update to a designated location to update the data structure and retrying if the CAS fails. In
the Treiber stack, this is the head of the stack and in the Lockfree queue, these are the head and tail
of the queues. Similarly, the indices signalling where to write into the array for the SPSC bounded
queue, MPMC bounded queue and MPMC unbounded queue are updated using fetch-and-add
instructions, ensuring that a unique thread gets access to the index element. The CAS constraints
ensure that two events are not instantiated that read from different orderings to these locations,
since the CAS’s impose a total order.
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Table 2. Results of applying RoBoCop to RC20 concurrent data structure libraries. All benchmarks were
verified to be robust.

Benchmark Time (s) |Locs| RLX RA Tot
Atomic Reference Counter [20] 10.21 3 2 4 6
Singleton [5] 8.43 4 0 6 6
Read Copy Update [39] 9.20 4 0 8 8
Spinlock [47] 12.54 2 2 4 6
Seqlock [10] 10.82 4 4 4 8
Ticketlock [47] 4.54 2 1 3 4
Lamport Mutex [42] 9.78 5 0 12 12
Peterson Lock [43] 6.54 3 3 3 6
Dekkers Mutex [54] 8.22 3 8 2 10
Treiber Stack [53] 13.67 3 5 3 8
Herlihy-Wing Queue [30] 12.39 2 0 4 4
Twolock Queue [45] 18.12 6 7 7 14
Lockfree Queue [45] 24.55 4 5 7 12
SPSC Queue [50] 11.05 3 4 4 8
MPMC Bounded Queue [44] 18.45 4 2 8 10
MPMC Unbounded Queue [26] 25.74 6 4 12 16
Non-blocking Set [29] 19.42 3 6 6 12
Work-stealing Queue [17] 28.40 3 10 14

Specification constraints: For each benchmark, we add the specification constraint and map
it to the internal program statements of the benchmarks. For example, the AddRem constraint for
stacks, queues and sets ensures that in the respective implementations, there is an hb edge between
a push and a pop that have matching argument and return values. This is translated to an hb edge
between the program points in the method invocations where the method executes, in the SC order.

In the case of the libraries that create and link nodes, such as Treiber stack and Lockfree queue,
this ensures that a pop operation always reads from a unique push operation (thus ruling out
a non-robust witness, where a pop may read from two different push operations). Similarly, for
implementations which use indexing, this also ensures that there is a single push operation at a
certain index, that the pop operation reads from.

To demonstrate that our approach can also detect robustness violations, we systematically relaxed
memory access statements in these benchmarks to create a non-robust implementation. RoBoCop
was successfully able to provide counter-examples in the form of partial executions that serve as a
witness to the violation for all modified benchmarks.’

Finally, we performed an experiment to understand the impact of the SC-fence insertion overhead
in the presence of multiple instances of a stack or queue library. We create a benchmark scenario
where there are N producers, N consumers and N intermediaries. The producers add messages to
a queue and the intermediaries remove messages from this queue. Then, the intermediaries push
these messages to another queue and finally the consumers remove messages from the second
queue. This benchmark models a message bus or pipeline, observed in real-world software. To
ensure compositionality, the intermediaries need to insert a fence after the pop from the first queue
and before the push to the second queue. We measure how long it takes to complete a fixed number

> Additional details are provided in the supplemental material.
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of operations, from producers to consumers. We run the experiments on a c7g.metal AWS instance,
that has 64 ARMv8.4 cores. We run the benchmarks for 1M operations by each thread, over N = 16
consumers (N = 1 for SPSC queue), producers and intermediaries. We run the benchmark for 3 cases,
where in each benchmark the intermediary data structures are set to be the Boost 1.74 libraries
for SPSC queue, MPMC queue and MPMC stack and observe 4.79%, 7.39% and 3.69% increase in
runtime when SC fences (DMB ISH) are inserted between pop and push operations.

9 Related Work and Conclusion

There has been substantial prior work on determining robustness against hardware models [3, 4,
12, 19], with the x86-TSO memory model being particularly well-studied [11, 48]. Guaranteeing
data-race freedom (DRF-SC) [2, 21] is a well-known instantiation of robustness applicable to a
language’s concurrency semantics. The notion of execution graph robustness closely resembles
the DRF-SC property, and indeed prior work [43] has formally proved a correspondence between
the two. However, in this work, our main contribution is a fully automated approach for verifying
this property in the context of library implementations in the presence of the most general client.
As discussed earlier, [38] presents a method to verify execution-graph robustness against the C11
release-acquire concurrency semantics, implementing their procedure using a model-checker that
operates over programs with a finite data domain. [43] extends this result to additionally support
relaxed accesses and release/acquire fences. Their approach also takes into account speculative
actions as part of their robustness formulation, similar to our definition of effect robustness, but as
described earlier, our notion of robustness is weaker and better suited for library implementations.
Other works [34-36] have also proposed model-checking based techniques for verifying programs
under weak memory that cannot, however, be soundly used for verifying library implementations
in the presence of a most-general client.

A number of prior works have also considered the specification and verification problem of
libraries in a relaxed memory setting [6, 13, 22, 24, 31, 49, 52]; these efforts, however, do not consider
automated verification tooling or robustness arguments in their proof methodology. [14, 16, 27,
28, 32] also propose correctness notions that are weaker than linearizability - we consider the
incorporation of these ideas as a topic for future research.

Recent work [18, 44, 49] has developed new proof techniques to modularly reason about clients
that interact with libraries which often have weaker specifications that expose relaxed memory
behavior. We focus on an orthogonal problem in this paper - establishing the robustness of library
implementations that internally use relaxed memory primitives. As we have shown here, libraries
that internally use relaxed accesses may have enough synchronization to make them robust,
enabling a pathway to automated verification. Having said that, we also believe that synchronization
specifications of libraries as proposed by these other efforts would be useful in addition to robustness
guarantees, since they would allow an optimal SC fence placement strategy for guaranteeing
robustness of executions involving multiple libraries.

This paper presents a modular verification strategy for verifying robustness of programs using
library implementations. Our verification strategy adapts the notion of execution-graph robust-
ness to the library setting, and exploits specification axioms of the library under SC, to generate
constraints sufficient to imply a suitable inductive robustness invariant. We also show how to
effectively compose robustness guarantees of multiple libraries. We have successfully demonstrated
our technique on a number of challenging real-world concurrent data structure implementations
that meaningfully exploit sophisticated weak memory behavior. Our results suggest that automated
robustness proofs can be effectively applied to ascertain whether concurrent libraries, specified
assuming sequential consistency, can be safely refined to exploit relaxed atomics.
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