Digital
Safety




What is a DIGITAL FOOTPRINT?







THINK BEFORE
YOU SHARE

pne

B


http://www.youtube.com/watch?v=BcdZm3WAF4A

Who sees your DIGITAL FOOTPRINT?

Coaches
Teachers

Colleges
Boss

Human
Trafficking




How to protect yourself?

Don’t post anything (words or photos) that you wouldn’t want
your grandma, teacher, coach, or other adult seeing.

Always ask permission before posting a photo of someone else.

If you wouldn’t say it to someone’s face, don’t post it

If you wouldn’t want it done to you, don’t post it!

Think before you post!



Ask yourself...
“Would you let your grandma follow you?”
“Would you post that if your crush saw it?”

“Would future-you be proud or embarrassed?”



Notifications:

rext tHE )

Social Media ‘H“.




Digital
Safety




POP QUIZ

1. What is your favorite color?

2. When is your birthday?

3. What is your favorite food?

4. What is your pet's name?

5. What is your favorite hobby?

6. What is your favorite movie?

Do your
passwords
contain any
of these
words?




First Job:

Favorite Food:
Favorite Color:

First Pet’'s Name:
First Child’s Name:
Favorite Restaurant:
Hometown:

Favorite Singer/Band:

Mother’s Maiden Name:

First Type of Car:
Favorite Movie:
Favorite Animal:
High School Mascot:

STOP
GIVING
PEOPLE
YOUR
PERSONAL
INFORMATION
TO

GUESS
YOUR
PASSWORDS
AND
SECURITY
QUESTIONS



! & 0 PROTECT YOUR
B STUFF


http://www.youtube.com/watch?v=ue1r_63GkIw

Passwords

'12345678 a

'PXH1#n!8 a




Passwords

Easy to remember but hard for others to guess
8+ characters long

Use symbols and special characters

Don’t use birthday, name, or other things that are easy to
guess (Ex: pet's name)



Passwords: Good or Bad?

Sarah1234
BollerUp#1

@ugut24

MyPa$$wOrdROCK$



Passwords: Formulas

BollerUp#1_ App
BollerUp#1_ Goo
BollerUp#1_Tic

BollerUp#1 _Ema
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What is a DEEP FAKE?

Turn an tell a
partner what you
think DEEP
FAKE means.

ORIGINAL | DEEPFAKE




A deepfake is a realistic-looking video,
Image, or audio recording that has been
manipulated using artificial intelligence (Al)
to make it appear real. Deepfakes can be
used to make it seem like someone said or
did something they never actually did.



THIS IS NOT MORGAN FREEMAN.


http://www.youtube.com/watch?v=oxXpB9pSETo

What are your thoughts after watching the video clip?
Did you think it really looked/sounded like Morgan Freeman?

Watch the first 2 minutes of the next video.





http://www.youtube.com/watch?v=S951cdansBI

How can DEEP FAKES be good?

Create realistic medical images, such as brain MRI scans, to help with diagnosis and treatment
help researchers share data between groups while protecting individual identities
bringing historical figures and events to life

Change movies from one language to another



How can DEEP FAKES be harmful?

Impersonate someone- lose job, embarrassment, etc
Scams, identity theft

Blackmail, cyberbullying, fraud



Can you spot Deep Fakes?
Log in (Google Chrome) and see how you do!

https://www.whichfaceisreal.com



